
 
 

Council Request Update 
June 7, 2018 

 
 
 
Council Request: 18-047 
Requested by: Council Member Olson 
Request: Request for a history of violations at 3036 S. Ogden  
Assigned to: Police Department 
Response: Please see the response from Code Enforcement Supervisory David Lewis. 
 
Council Request: 18-048 
Requested by: Council Member Olson 
Request: Request for a history of violations at 3296 S. Washington St.  
Assigned to: Police Department 
Response: Please see the response from Code Enforcement Supervisory David Lewis. 
 
 
Council Request: 18-049 
Requested by: Council Member Barrentine 
Request: Request that a copy of the agreement with Englewood Arts be distributed to all 
Council Members.  
Assigned to: City Clerks Office 
Response: Please see the contract provided by City Clerk Stephanie Carlile.  
 
Council Request: 18-050 
Requested by: Council Member Olson 
Request: Request to provide the After-Action Report (ransomware attack report) to Mr. Millan. 
Assigned to: Information Technology/City Manager’s Office 
Response: Please see the After-Action Report provided by Information Technology Director 
Margaret Brocklander. City Manager Eric Keck has sent this report to Mr. Millan.  
 
Council Request: 18-051 
Requested by: City Council 
Request: Request for an explanation of the formula that determines population capacity relative 
to water rights, treatment capacity, etc. What is the formula that determines what population our 
water rights can substantiate?  
Assigned to: Public Works 
Response: Please see the response from Public Works Director Tom Brennan. 
 
Council Request: 18-052 
Requested by: Council Member Martinez 
Request: Request for the police calls for service related to 4945 S. Delaware.  
Assigned to: Police Department 
Response: Please see the response provided by Commander Tim Englert.  
 
 
 
 
 
 
 
 



 
 
TO:   Chief John Collins 
 
FROM:  Code Enforcement Supervisor David Lewis  
 
DATE:   May 23rd, 2018 
 
SUBJECT:  Council Request 
 
 
CR18-047 
Requested by: Council Member Olson: Request for history of violations at 3036 S Ogden.  
___________________________________________________________________ 
 
On April 24th, 2018 Multiple complaints regarding this property were generated from multiple 
different reporting parties regarding a fire pit, weeds, trash, outdoor storage and the 
possibility of someone living in an RV.  
 
On April 24th, 2018 I spoke to a reporting party by phone. I spend time educating the 
reporting party on the role of code enforcement, the EMC and the due process court 
proceeding. The reporting party was not satisfied with the answers that were provided and 
was frustrated with the timeframes outlined in the EMC.  
 
On April 24th, 2018 an inspection was conducted by Code Enforcement. Code Enforcement 
took the time to explain the violation in detail to the resident. The resident moved to the 
property in February and was not familiar with the municipal codes. The resident admitted 
that an out of state friend was sleeping in the RV but was going to have the friend move into 
the home for the remainder of the stay. It was explained to the resident that the RV can 
legally be parked in the driveway of the home with valid plates and they may use the RV but 
a person could not sleep in the RV without a permit for a temporary stay. The resident 
agreed to come into compliance with the other violations.  
 
On April 24th, 2018 a 14 day Notice of Violation was issued for the following Municipal Code 
Violations:  
 
11-6-2: Living in Vehicles  
11-6-2: Non Resident RV 
15-7-4: Outdoor Storage on the Property  
15-7-3: Trash and Litter  
 
The fire pit is in compliance.  
 
The same reporting party called and spoke to me on two other occasions asking for a status 
on the case. The reporting party was informed that Code Enforcement was working with the 
resident towards voluntary compliance to include a follow-up inspection that may include the 
possibility of a summons into court if the property was not in compliance. The reporting party 
again expressed a high level of frustration with what the EMC outlines.  



   

 

 

 
On May 17th, 2018 Code Enforcement conducted a follow up inspection. The property is in 
compliance with the exception of the RV expired plates. The resident wants it on the record 
that the RV will be towed away to another property just so the neighbors stop “harassing 
him” with the ongoing calls to police and code enforcement. The resident is in the process of 
getting the plates but has run into a complication with the titling as the RV was purchased 
from a police auction. The resident asked for an extension until May 21st, 2018 to have the 
RV plated or moved. Code Enforcement granted the extension because the resident 
communicated with Code Enforcement and voluntarily complied to correct the other 
violations.   
 
The resident expressed that they are a veteran family and is frustrated that none of the 
neighbors communicated concerns directly. The resident is hurt, frustrated and does not feel 
welcome in the area.  
  
On May 21th, 2018 Code Enforcement conducted an inspection and found the property to be 
in compliance. The resident voluntarily moved the RV off the property.  



 
 
TO:   Chief John Collins 
 
FROM:  Code Enforcement Supervisor David Lewis  
 
DATE:   May 23rd, 2018 
 
SUBJECT:  Council Request 
 
 
CR18-048 
Requested by: Council Member Olson: Request for Code Inspection 3296 S. 
Washington St.  
 
___________________________________________________________________ 
 
On May 16th, 2018 Code Enforcement received an email complaint from the City Manager’s 
Office forwarded from Council. The complaint was in reference to weeds, outdoor storage, 
trash and the possibility of someone living inside the garage at 3296 S Washington St.  
 
Between May 16th, 2018 and May 21st, 2018 Code Enforcement worked to track down the 
current owner using public records and establish a contact with someone locally to assist 
with the property as the current tenants did not respond to Code Enforcement.   
 
On May 21st, 2018 Code Enforcement conducted an inspection of the property along with 
the property manager. The property is comprised of a business that is still in operation but 
does not keep typical hours along with a residential home located at 725 E Floyd Ave with 3 
detached separate row style garages. The property was in violation of EMC:  
 15-6-1 Grass & Weeds over 6 inches tall  
 15-7-4 Outdoor Storage 
 15-7-3 Trash & Litter  
 
The property manager who told Code Enforcement:  

 The property was recently purchased 
 It is owned by someone out of state and he is responsible for the property  
 The lease terms were not effectively communicated regarding property 

maintenance to the tenants 
 Someone moved into the garage without permission and may be living inside 
 The person was currently inside the garage 
 The person inside the garage is responsible for the trash and outdoor storage 

problems  
 He wanted the person trespassed from the garage as they did not lease it  
 

Police responded to assist with the trespasser. Inside the garage, Code Enforcement and 
the Police Department found a person to include a bed along with other items consistent 
with someone living inside the garage. The person was verbally trespassed and the property 
manager requested the person inside remove all item within 24 hours.  



   

 

 

 
On May 22nd, 2018 Code Enforcement conducted a follow up inspection of 3296 S 
Washington along with 725 E Floyd Ave with the property manager. The property was in 
compliance as the weeds were cut and most of the trash was removed. The garage was 
empty and the person living inside was no longer on the property. A few household items 
were illegally dumped in the alley from the person who once lived in the garage. Code 
Enforcement is working with the property manager and public works to have the items 
removed from the alley. The garage is now locked.  
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Purpose 

The purpose of this After Action Report (AAR) is to learn from the actions taken in response to the 

October 2017 ransomware attack.  The AAR should be used as a knowledge-sharing tool that will help 

staff and our community partners better understand and plan for recovery from cyber events.  

This report provides an analysis of the preparedness, response, and recovery efforts of the information 

technology systems following the ransomware attack. The AAR is a compilation of chronology-based 

notes, internal and external communications and staff input.   Staff input was obtained through an after 

action review exercise.  The exercise was informal, flexible and focused on learning with two simple 

questions. What went well?  What could have gone better?  

 

Incident Overview 

As technological innovation and advances bring us greater convenience, efficiency, and productivity, 

they are also generating new vulnerabilities. The Internet has created a new frontier for criminal activity 

in the form of cybercrime, such as ransomware. 

The term “ransomware” is a type of malware that blocks access by encrypting files unless a ransom is 

paid. Criminals are using a technique called cryptoviral extortion, in which it encrypts the files, making 

them inaccessible, and demands a ransom payment in digital currency to decrypt them.  In a 

ransomware attack, recovering the files without the decryption key is an obdurate problem – and 

difficult to trace digital currencies such as Bitcoin are used for the ransoms. 

The IT Department responded to a call from end users reporting encrypted files on their business 

applications server.  The IT team investigated the report, determined it to be ransomware and 

immediately began network shutdown.  After network shutdown, the team reviewed the logs more in 

depth and found evidence of an extended brute force attack on the server that ended at 5:05pm and 

the malware file installed at 5:15pm. 

The end users delayed reporting the encrypted files to the IT Department until 5:44 pm and during those 

precious minutes, the ransomware virus spread throughout the city’s computer systems.  In less and an 

hour, the ransomware virus infected 85% of the city’s computer systems. The ransomware attack was 

carried out using the "SAMSAM worm" that traveled automatically between computers without user 

interaction. 

Due to the severity of the ransomware attack, departments were required to modify their operations to 
accommodate computer absence until full recovery was completed.  The City does not run on redundant 
servers which would minimize potential business disruption in the event of a disaster, nor does the city 
possess a redundant “warm-site” or “hotsite” for quick recovery of the Data Center.  The process for 
recovery was labor intensive and required rebuilding all business application servers and approximately 
300 end user computers. 
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Timeline 

Tuesday, October 3 

 A problem with a computer was reported to the helpdesk at 5:44 pm. 

 Following investigation and determining it was ransomware, systems shutdown and end user 

computers were disconnected from the network. 

 The City Manager was notified of the ransomware attack and systems shutdown. 

 MS-ISAC was called in to assist with malware analysis. 

 Request for assistance to metro area cities was made to assist with restoring business 

applications and end user computers. 

Wednesday, October 4 

 Notification of the ransomware attack & instructions was sent to all employees. 

 City of Brighton responded to the call for assistance and began restoring servers.  All critical 

servers were restored by late evening. 

 Operations departments reported on their ability to continue operations without computers i.e. 

WWTP reported the plant's safety equipment and systems are all operational, and there is no 

foreseeable risk of violating permit or internal standards. 

 A media release was issued to the local media. 

Thursday, October 5 

 City & County of Denver cyber security specialists assist with identifying source of the 

ransomware. 

 Priority order by Department for restoring end user computers compiled. 

 City & County of Denver desktop specialists arrive to assist with rebuilding end user computers. 

 Network at Civic Center was made available for cleared end user computers. 

Friday, October 6 

 Rebuilding & patching test & dev servers. 

 End user computer restore continues w/Denver’s assistance. 

 Golf was cleared to resume operations. 

 Police critical business applications restored. 

Sunday, October 8 

 End user computer restore at Civic Center 95% complete. 

 All Police business applications were restored. 

 Restoration of end user computers at Police Department continues – patrol cars were not 

affected. 

Monday, October 9 

 Additional improvements were made to business systems. 

 IT Team was deployed to Service Center to restore the remaining end user computers. 



 

Released November 2017   1000, Englewood Parkway,  
                                                                                                                                    Englewood, CO 80110 

 IT Team was deployed to PD to restore the remaining end user computers. 

 IT Team was deployed to WWTP to restore the remaining servers and end user computers. 

 Englewood WIFI enabled. 

Monday, October 9 – Friday, October 13 

 Application installs and end user computer rebuilds continued throughout the week until all 

users were restored to pre-ransomware condition. 

 
 

After Action Analysis 

The after action analysis of core capabilities was conducted by the Information Technology team.  The 
purpose of the after action analysis was to assess the recovery process and identify areas for 
improvement.  Table 1 depicts the core capability, objective and how well the task was performed. 
 
Table 1, Analysis of Core Capabilities 

Core Capability Objective Performed 
without 
Challenges 
(P) 

Performed 
with Some 
Challenges 
(S) 

Performed 
with Major 
Challenges 
(M) 

Unable 
to 
Perform 
(U) 

Assess the 
Situation 

 Virus entry point and 
identification 

 Utilize MS-ISAC  

 Initial damage 
assessment data 

 Declare Emergency 

 X   

Execution  Emergency Management 
Plan Execution 

   X 

Recovery 
Operations 

 Additional Resources 

 Coordination 

 Agency Outreach 

 Accessibility 

  
 

 
X 

 

Communications  Coordinate, manage, and 
facilitate press release 

 Coordinate, manage, and 
disseminate information 
to employees 

 Conduct situational 
awareness 

  
 

X 
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Ratings Definitions: 

 Performed without Challenges (P): The targets and critical tasks associated with the core 
capability were completed in a manner that achieved the objective(s) and did not negatively 
affect the performance of other activities.  

 Performed with Some Challenges (S): The targets and critical tasks associated with the core 
capability were completed in a manner that achieved the objective(s) and did not negatively 
affect the performance of other activities.  Opportunities to enhance effectiveness and/or 
efficiency were identified. 

 Performed with Major Challenges (M): The targets and critical tasks associated with the core 
capability were completed in a manner that achieved the objective(s), but some or all of the 
following were observed: demonstrated performance had a negative impact on the performance 
of other activities 

 Unable to be Performed (U): The targets and critical tasks associated with the core capability 
were not performed in a manner that achieved the objective(s). 

 

Assess the Situation 

Strengths 

Entry Point and Identification:  The virus entry point and identification was confirmed within hours; 

however, in order to contain and eliminate the threat, the team needed time to research all of the 

threats that were present on the server, what the threats were designed to do, and the method used to 

propagate throughout the network. 

Network Shutdown:  Network shut down commenced immediately following notification and 

confirmation of the virus to prevent virus spread. 

Declare Emergency:  City leadership was notified immediately following confirmation of the virus and 

network shutdown. 

MS-ISAC Membership:  Multi-State Information Sharing & Analysis Center (MS-ISAC) membership 

provided the opportunity to engage their Computer Emergency Response Team.  MS-ISAC is comprised 

of highly trained staff who were able to assist with malware and forensics analysis. 

Areas for Improvement 

Entry Point and Identification: City of Englewood employees rely heavily on the Information Technology 

infrastructure and business applications to accomplish their jobs, and it is an integral part of providing 

city services.  Because of this reliance, IT services are considered a critical component in the daily 

operations, requiring these services be re-established quickly and completely.  For nearly 24 hours 

following confirmation of the threat all available IT resources were focused on researching the threat 

before executing a process to begin recovery.  Because performing incident response effectively is a 

complex undertaking, establishing a successful incident response capability requires substantial planning 

and resources. The Emergency Response Plan will assist the city in establishing computer security 

incident response capabilities to handle incidents efficiently and effectively. 
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Initial Damage Assessment: A sustainable process for diagnosing and labeling end user computers was 

not established at the start of the incident and caused rework.  In addition, the desktop inventory was 

not completely accurate and slowed the recovery process.  A more robust inventory solution will need 

to be put into practice as soon as possible. 

Emergency Management Plan Execution 

Strengths 

Local Government Experience:  The restoration of business functions and allocation of available 

resources were prioritized based on the impact to operations and sequenced to ensure that dependent 

functions were restored in the right order. The prioritization and sequencing of business application 

restoration was achieved through IT staff’s years of local government experience and knowledge of the 

most critical systems. 

Areas for Improvement 

Cyber Disruption Plan:  An Emergency Response Plan that addresses Cyber disruption to best protect 

the City of Englewood’s critical technology infrastructure is essential.  The Plan should include a business 

impact analysis (BIA) and all departments should have contingency plans for their operations, which 

include operating without IT systems for an extended period.  The BIA will determine the most critical 

business functions and systems, the staff and technology resources needed for operations to run 

optimally, and the time frame within which the functions need to be recovered for the organization to 

restore operations as close as possible to a normal working state. 

Recovery Operations 

Strengths 

Agency Outreach:  Fast-tracking recovery was possible thanks to strong relationships with technology 

leaders in the Denver metro area. Technology experts with similar technology environments responded 

to a request for assistance and we were able to accelerate the recovery process.  The City of Brighton 

and the City and County of Denver were invaluable to fast tracking the recovery process. 

IT staff collaboration and dedication to the City:  Throughout the event, IT staff coordinated with each 

other to address the situation. Some of the integration was spurred by ad hoc injects of leadership, but 

much of the integration occurred organically among IT staff themselves. 

IT Infrastructure:  The new IT administration identified a multitude of issues with the infrastructure, 

network performance, and network security.  With the support of city leadership the team implemented 

numerous improvements to the infrastructure, security and business systems over the last year.  If those 

improvements were not implemented recovery would have been near impossible. 

Cloud Computing:  The diversity of on premise and cloud based business applications expedited the 

recovery of some critical systems. 
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Areas for Improvement 

Long-Term Staffing Sustainability:   Restoring operations as close as possible to a normal working state 

required long days and several weeks. Englewood IT staff were fatigued and needed relief. While staff 

from the City of Brighton and City and County of Denver responded to a request for assistance, 

formalizing resource options for recovery will need to be examined and included in the Emergency 

Response Plan. 

IT Infrastructure:  The IT staff has implemented a multitude of improvements highly focused on the 

infrastructure and security of network.  Stabilizing and securing the network were the highest priority; 

however, the ransomware event did highlight that there is much more to do.  As the network stability 

and security improvement projects are nearing completion attention will need to be focused on asset 

management, automation, cross training and process improvement.  

Patching Policy:  Many vulnerabilities can be fixed by applying vendor-provided security patches. It is 
the city’s policy to apply the most recently released patch within one month of release.  The practice of 
applying patches was not consistently applied across the organization.   If end users were adversarial to 
applying the patch the IT staff accommodated their request to postpone.  Strict adherence to the 
patching policy will be followed without exceptions. 
 
Roaming Profiles: A roaming profile is a user profile that is stored on a server so users can access their 
information and settings regardless of what computer they are using.  Roaming profiles would have 
increased the efficiency of restoring the end user computer. A project to implement roaming profiles is 
on the IT projects roadmap. 
 
Network Monitoring Tools: Network security monitoring tools would have alerted IT earlier.  With the 
implementation of IDS (Intrusion Detection System) and IPS (Intrusion Prevention System) both increase 
the security level of the network, monitor traffic and inspect and packets for suspicious data. 
 
RDP Server:  The RDP server (source of ransomware) was identified as a risk earlier in the year; 
however, end users were adversarial to removing the server so IT staff accommodated their request to 
postpone.  Striking a balance between operations productivity and maintaining secure IT systems will be 
addressed in ongoing emergency management planning sessions. 
 
Business Application Automation:  Use SCCM to push business applications - business application 
automation. Need a Windows Image by location and/or specific position.  
 
Domain Structure:  The domain structure complicated recovery 
 
Accessibility:  The city has two badge systems that presented access limitation for IT staff and the need 
to send IT staff to the same location more than once. 
 
Legacy Systems:  Business applications on older operating systems that cannot be patched present a 
security risk and will need to be addressed in the IT strategic plan to upgrade the systems or retire the 
systems. 
 
Police Business Applications: Public Safety systems are critical systems and restoration to a normal 
working state needs to be immediate.  Regrettably, IT staff were dependent on calling the vendor to 
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install the dispatch software on workstations, which presented an unacceptable delay. In addition, 
business application cross training for all public safety applications was discussed but not completed.  
Therefore, the restoration of public safety systems was dependent on one staff person.  Because IT staff 
is reliant on vendors and lacks cross training on critical systems the restoration suffered an unacceptable 
restoration timeframe.  A priority for IT staff will be a cross-training program for all public safety systems 
to be completed within a very short timeframe. 
 

Communications 

Strengths 

Public Communications:  The Communications Department served as the dissemination point for all 

media releases, media inquiries and calls to the city. 

Internal Communications:  The Communications Department and IT Department jointly served as the 

dissemination point for all internal communications.  The city used a variety of communication vehicles, 

including email, Everbridge, posting notices, and utilizing the leadership team to transmit information 

throughout their departments. 

Conduct situational awareness:  The recovery team was brought together several times throughout 

each day to review progress toward to the City’s return to continuity.   During the meeting, the Director 

reviewed progress, timelines, resources and equipment necessary to accelerate recovery. 

Areas for Improvement 

Communications:  Develop communications means and methodologies to enable intra and extra 
communications for cyber events in the Emergency Management Plan. 
 

Conclusion 

Every public and private organization’s computer systems are vulnerable to cyber-criminals and hackers   

and the challenges are even greater when department resources are limited.  The team has limited 

resources but it is comforting to know that many of the municipalities in the Denver metro area willingly   

offered to fast track recovery. 

Overall, the response to the October 2017 Ransomware attack was remarkable, given the 

circumstances. Information Technology staff as well as resources from other municipalities, the City of 

Brighton and City and County of Denver worked to restore and rebuild city services. 

Lessons learned from the experience will help the City of Englewood better prepare for potential cyber 

events. Implementing the recommendations (Areas for Improvement) coming out of the after action 

analysis provides the city with a greater degree of support and protection required to keep systems and 

services operational. 

The City of Englewood is exceedingly grateful to all of the municipalities that responded to calls for 

assistance during the ransomware attack recovery. 





MEMORANDUM 

 

To:  Chief Collins  

From:  Commander Tim Englert 

Date:  June 5, 2018 

Subject: Follow-up to Council Request #18-052 

Council Request #18-052 

Assigned to:  Commander Englert 

Date Assigned:  June 1, 2018 

Follow-up information requested regarding Police calls for service related to 4945 S. 
Delaware for the past year. 

 

The following calls for service were received by the Police Department January 1, 2017 to January 1, 

2018 at 4945 S. Delaware: 

  7‐8‐17    Animal call 

  7‐19‐17   Criminal Mischief 

  10‐14‐17  Welfare check 

  10‐25‐17  Investigation Follow‐up 

  11‐13‐17  Investigation Follow‐up 

  11‐16‐17  Code Violation 

  11‐24‐17  Shots Fired refused reporting party, serious dog bite to other dog. 

  11‐27‐17  Investigation Follow‐up 

  1‐22‐18   Investigation Follow‐up 

  2‐15‐18   Investigation Follow‐up 

4‐11‐18   Fight/Disturbance 

5‐31‐18  Welfare check of male on porch no shirt and pants hanging low.  Subsequent 

drug arrest. 



5‐31‐18  Attempted warrant pickup without contact. 

The five Investigation Follow‐up calls for service are related to Code Enforcement cases to include a 

dangerous dog case. 

The address is currently listed as a hot spot for Patrol Officers.  There is an active Impact Team case 

related to the property.  The Arapahoe County Narcotics Team is coordinating efforts with the Impact 

Team.  Members of the Impact Team will be in contact with residents in the area in the course of their 

investigation. 
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